Introduction
ol I Il I I

c I S c o Introduction to Unified Communications

Key Components of the Unified
Communications Architecture

Understanding Unified Communications
Applications

Understanding Traditional Telephony

Introduction to Analog Circuits

CCNA Voice Quick PR
R ef er en C e Introducing VolP Signaling Protocols

Connecting a VolP System to a Service
Provider Network

Preparing the Infrastructure to Support
Unified Communications

. . Quality of Service
Michael Valentine

Introducing Cisco Unified Communications
Manager Express

Configuring CM Express to Support Endpoints

Implementing Basic Voice Features
Maintaining a CM Express System
Implementing Cisco Unity Express

Introducing the Cisco Smart Business
Communications System

‘shortcut

ciscopress.com Your Short Cut to Knowledge



http://ciscopress.com

[2]

CCNA Voice Quick Reference by Michael Valentine

As a final exam preparation tool, the CCNA Voice Quick Reference provides a concise review of all objectives on the new IIUC
exam (640-460). This digital Short Cut provides you with detailed, graphical-based information, highlighting only the key
topics in cram-style format.

With this document as your guide, you will review topics on concepts and commands that apply to Cisco Unified
Communications for small and medium-sized businesses. This fact-filled Quick Reference allows you to get all-important
information at a glance, helping you focus your study on areas of weakness and enhancing your memory retention of essential
exam concepts.

About the Author

Mike Valentine has 13 years of experience in the IT field, specializing in network design and installation. He is currently a
Cisco trainer with Skyline Advanced Technology Services and specializes in Cisco Unified Communications, CCNA, and
CCNP classes. His accessible, humorous, and effective teaching style has demystified Cisco for hundreds of students since he
began teaching in 2002. Mike holds a bachelor of arts degree from the University of British Columbia and currently holds the
MCSE: Security, CCNA, CCDA, CCNP, CCVP, IPTX, QoS, CCSI #31461, CIEH, and CTP certifications. He has completed
the CCIE written exam.

Mike was on the development team for the Cisco Unified Communications Architecture and Design official Cisco courseware
and is currently developing custom Unified Communications courseware for Skyline. Mike coauthored the popular CCNA
Exam Cram, second edition, first published in December 2005, as well as the third edition of that volume published in
December 2007.

About the Technical Editor

Denise Donohue, CCIE No. 9566, is manager of Solutions Engineering for ePlus Technology in Maryland. She is responsible
for designing and implementing data and VolP networks and supporting companies based in the National Capital region. Prior
to this role, she was a systems engineer for the data consulting arm of SBC/AT&T. Denise was a Cisco instructor and course
director for Global Knowledge and did network consulting for many years.
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Introduction

Voice over IP (VolP) is no longer an interesting sidebar technology; it is a fact of day-to-day life for millions of people,
some of whom are not even aware they are using it. Cisco has aggressively pursued the development and deployment of
its Unified Communications suite of products and can now offer an integrated voice, video, and data solution for any
business, whether it has just a few employees or a hundred thousand worldwide. The technology is reliable, user friendly,
and exciting, but it is not simple—and a successful deployment requires that the designers, implementers, and administra-
tors of a Unified Communications system know what they are doing.

Training and certification of key staff are strategic components of any business plan to deploy a Unified Communications
system. Until recently, the training track for Unified Communications went from the C C N A (the Associate-level routing
and switching certification) straight to CCVP, the Professional-level voice certification. The transition between the certifi-
cations was difficult for many, because the CCNA did not examine any Unified Communications topics, and the CCVP
launched directly into advanced VolP signaling protocols, Unified Communications Manager administration, traditional
telephony, gateway and gatekeeper configuration, Qo S, and so on—all the while assuming that the student had a firm
grasp of routing and switching concepts. | have met many good C C N A students who had no telephony or VolP back-
ground and consequently had great difficulty in the CCVP program. Likewise, many students with very strong traditional
telephony experience were quickly lost in the intensive data concepts of the C C V P curriculum. It was clear to me and to
many of my colleagues that the CCNA was not a good fit as a prerequisite to CCVP.

All this brings us to some good decisions that were made regarding Cisco Unified Communications training and certifica-
tion. The CCNA has itself been split into CCENT and CCNA, with CCNA serving as the foundation to some new and
specialized certifications at the Associate level. The 11U C curriculum prepares students for the C C N A Voice certification,
which in turn is a solid preparation for and a much-needed transition to CCVP.
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Purpose of This Guide

This document serves as a roadmap of the CCNA Voice curriculum and a quick reference for the concepts and commands
that apply to Cisco Unified Communications for small and medium-size businesses. This document is not a list of all the
questions you may be asked on the exam, but you can be sure that the exam will touch on all the topics you find here.
Reviewing this document should help you remember key points and commands you will need to know for the exam.

Who Should Read This Guide

Anyone who is preparing to take the CCNA Voice exam will find this guide useful. Some may use it as in introduction,
and some as a refresher right before their test, some perhaps both. Data networkers who need a quick but complete intro-
duction to Cisco Unified Communications for a small or medium-size business will find it useful as well. Those of you
who are getting back into study mode for a CCV P exam may turn to this guide as a refresher, too. Then there are always
those who simply want to learn something new.

Whoever you are, welcome and enjoy the text. | hope you find it useful.

Introduction to Unified Communications

Today's work environment can be very different from what our parents experienced. The business environment is more
competitive, with an unrelenting pressure to be more efficient, to react quickly, and to make important decisions instantly.
Efficiencies can be gained by reducing costs, which in turn increases profit, but significant gains can also be made by
investing in the business infrastructure so that productivity increases dramatically. Increased productivity means more
opportunities to profit from a newfound competitive edge. This is known as Return on Investment, or ROI. The goal is to
maximize the ROI—for every dollar spent, businesses want to see more dollars earned, or at least fewer dollars wasted.
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Introduction
One area in which businesses have found ways to improve their ROI is in their communications. The evolution of
communications from traditional telephony, through cell phones, to smart phones and email, and now to Unified
Communications, has created opportunities for businesses to access information and get it to workers instantly. Unified
Communications puts voice, data, and video on a converged single network. This makes monitoring, administering, and
maintaining the network simpler and more cost effective than if three separate systems existed. Unified Communications
also puts powerful applications with information-distribution features right where they are needed. Workers today can be
almost anywhere and can carry out meaningful or even critical tasks anywhere they can get a connection to the converged
network.
The next significant feature of a Unified Communications system is that it is easy to scale, adding more users, more loca-
tions, and even more features. Because the Cisco Unified Communications system is a distributed collection of devices,
functions, and features that are linked by common protocols, adding a new component is much simpler, and integration of
the new component's capabilities and features can appear seamless to the people who use the system.

The components required to create and use such a system are numerous and complex. Cisco has taken significant steps to
develop, document, release, and support the various components as an integrated system. The next section examines the
components of a Unified Communications system and introduces the devices and applications that make up the system.

© 2008 Cisco Systems Inc. All rights reserved. This publication is protected by copyright. Please see page 147 for more details.



[6]

CCNA Voice Quick Reference by Michael Valentine

Key Components of the Unified Communications Architecture

Key Components of the Unified Communications
Architecture

The Cisco Unified Communications architecture is composed of four layers, as shown in Figure 1.

FIGURE 1
The Unified
Communications
Architecture
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e Infrastructure Layer: This layer refers to the network itself, made up of connected switches, routers, and voice
gateways. This is the converged network that carries data, voice, and video between users on the system.

e Call-Processing Layer: This layer manages the signaling of voice and video calls. When a user picks up the phone
and dials a number, the call processing agent determines how to route the call, instructs the phones to play dial tone
or to ring, and records the details of the call for future analysis. The call agent carries out many other functions; it
can be considered the equivalent of a traditional PBX system, but with many more features.

e Applications Layer: This layer features elements such as voice mail, call-center applications, billing systems, time-
card or training systems, and customer resource management applications—to namejust some of the many applica-
tions that can integrate with, draw from, or otherwise complement the Unified Communications systems. Because
the Unified Communications systems are distributed (meaning not constrained to one box or even one location), the
applications can be hosted almost anywhere, given appropriate connectivity.

 Endpoint Layer: This layer includes the parts of the system that the users see, hear, or touch. This includes Cisco
Unified IP Phones, PCs with software phones, video terminals, or other applications that send and receive informa-
tion from the Unified Communications system.

The following sections examine the layers in a little more detail.

Infrastructure Layer

At the infrastructure layer, we are building the connections between all the devices that send and receive data, voice, and
video. These include Layer 2 and 3 switches, routers, and voice gateways. Voice gateways are among the most important
components because they provide the connection to the PSTN or other network carriers. One of the critical functions (and
one that is unfortunately often underemphasized in many deployments) is quality of service, or QoS. QoS provides
service guarantees to various types of network traffic, in particular voice and video traffic. Without QoS, you can experi-
ence poor call quality or even failed calls. Infrastructure design and deployment is literally the foundation of the system;
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if any weaknesses exist here, they will manifest as system failures or unreliability. It is very important to build a solid and
correct foundation. The goal is to achieve 99.999% uptime; achieving that goal takes careful attention and good design.

Call Processing Layer

The call processing layer is chiefly about the call agents. A call agent is not a person; it is an application that looks at the
signaling traffic from devices that place and receive calls, and it determines what to do with the call. A Unified IP Phone
sends a packet to the call agent when you lift the receiver; the call agent instructs the phone to play a dial tone. When you
begin dialing a number to call, the call agent receives the digits and tries to find a match for the number in its dial plan. If
the destination number is a phone that it controls, it tells the called device to ring. During the call, the call agent also sets
up other services, such as Hold, Call Park, Transfer, Conference, and so on. The call agent also instructs the phones to
tear down the call when one party hangs up. The call agent usually keeps detailed records of each call made; these are
commonly used for billing purposes or troubleshooting.

Cisco provides several options for call agents, matched to the size and requirements of the customer:

* The Cisco Smart Business Communications System is designed for small businesses with up to 48 users. The system
runs on the Cisco Unified Communications 500 Series for Small Business devices.

» Cisco Unified Communications Manager Express serves up to 240 users and runs on the Integrated Services Router
platforms.

e Cisco Unified Communications Manager Business Edition handles up to 500 users and runs as a standalone installa-
tion on a 7800-series Media Convergence server.

» Cisco Unified Communications Manager can handle 30,000 or more users and runs on clusters of 7800-series Media
Convergence servers.

© 2008 Cisco Systems Inc. All rights reserved. This publication is protected by copyright. Please see page 147 for more details.
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Smart Business Communications System

FIGURE 2

The Smart Business
Communications
System—Image ©
Cisco

The Smart Business Communications System is a group of specially designed, integrated devices that can provide high-
quality routing, firewall, intrusion prevention, Power over Ethernet, wireless, and many WAN and PSTN connectivity
options. It is essentially a solution-in-a-box, with a simple web-based interface that is largely plug and play. The Unified
Communications 500 Series devices are small and inexpensive, providing the kind of connectivity options small busi-
nesses need to allow them to take advantage of Unified Communications with a good ROI. The SBCS is expandable
using 500-series switches, and the call agent software can support up to 48 phones. Voice mail and Auto-Attendant func-
tions are provided by the integrated Cisco Unity Express application.
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FIGURE 3

Cisco Integrated
Services Routers for
Unified
Communications
Manager Express—
Image © Cisco

Unified Communication Manager Express

Cisco Unified Communication Manager Express is a software feature that can run on the ISR-series router platforms,
including the 800, 1800, 2800, 3800, and 7200-series platforms. The call agent application is embedded with the Cisco
IOS software and is configured either from the command line or a Web-based interface. Unified CM Express is a full-
featured call agent that is cost-effective, reliable, and scalable and integrates with both Service Provider connections and
Unified Communications Manager clusters. With support for both H.323 and SIP protocols, site-to-site connections are
possible in a variety of environments. The Unified CM Express system can be set up either as a PBX or a Key switch
system, providing customers with a familiar experience that suits their operating environment.

Unified Communications Manager, Business Edition

Unified Communications Manager, Business Edition is a standalone installation of the Unified CM application and Cisco
Unity Connection, coresident in a single MCS 7800-series appliance. This system can support up to 500 users in a single
site or multisite centralized deployment and can be migrated to a full CM cluster if growth necessitates it. Unified CM
Business Edition provides medium-size businesses with advanced features such as Mobility (a.k.a. Single Number
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Reach), Do Not Disturb, Intercom Whisper, and Audible Message Waiting Indication, as well as speech recognition and
integrated messaging. Because Unified CM Business Edition uses the same call agent software as a full cluster deploy-
ment of Unified CM, it supports full integration with the other Unified Communications applications, such as Unified
Presence, Unified Personal Communicator, MeetingPlace Express, Contact Center Express, and so on.

Unified Communications Manager

The full version of Unified Communications Manager is an enterprise-class, fully scalable, redundant, and robust distrib-
uted packet-telephony application. Scalable to 30,000 users per cluster, with the capability to form intercluster connec-
tions, it can support a global unified communications system for hundreds of thousands of endpoints. Unified CM
versions prior to 5.x are Windows based, whereas versions 5.x and 6.x are Linux-based appliances.

Applications Layer

There are effectively a limitless number of applications that can be part of a Unified Communications system, because
third-party applications can be developed to closely integrate with the Cisco suite of products. The following is a list of
the more common applications found in a Unified Communications system:

e Voice Mail: Voice mail can be provided using Cisco Unity, Unity Connection, or Unity Express. Unity and Unity
Connection run on the MCS 7800 series platforms, and Unity Express is a self-contained module that is added to an
ISR router and administered through the command line and GUI. The maximum mailboxes and recording time
capacities vary depending on which module (either Advanced Integration Module or Network Module) is installed in
the router.

e Cisco Emergency Responder: This application tracks the location of an IP telephony device based on the physical
switch port it is connected to. This information is attached to the caller information in the event the device calls 911,
which in turn allows 911 responders to locate the device (and therefore presumably the emergency) more precisely.
911 operation in a Unified Communications environment is a major design challenge because a VolP phone system
can easily throw out the premise that a PSTN call is placed from the same location as the phone that made it.
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